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Increase in the number of significant cyber attacks globally 2016 – 2019
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Focus on: Maritime cyber attacks
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Threat actor targeting of the logistics and transport sector
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Targeting intent by threat actor type (share of significant attacks, 2016-2019)
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Cyber security challenges in the transport and logistics sector

Global IT footprint 
and large attack 
surface

Vulnerabilities

Vulnerable to 
costly operational 
disruption

Trading of 
strategically 

significant 
goods

Technology-
dependent 

trading 
operations

} Increasing digitisation of 
transport vehicles

} Legacy and pre-internet systems
} Integration of industrial control 

systems into vehicle networks
} Widespread use of USB memory 

devices for data sharing
} Lack of publicly available data 

and incident reporting
} Organisations and supply chains 

part of critical national 
infrastructure

} Lack of cyber security 
awareness, policies and training
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