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» Agenda

1.0 Introductions
2.0 The threat landscape
3.0 Panel Discussion

4.0 Questions
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» Increase in the number of significant cyber attacks globally 2016 — 2019

250

200

150

100

50

Q1

Q2 Q3
2016

Q4

Q1

Q2 Q3
2017

Q4

Q1

Q2 Q3
2018

Q4

Q1
2019

North
Atlantic
Ocean

South
Atlantic

Indian
Ocean

Pgiligpina '

 Malaysia

A 8 = §.
‘ - Indonesia . . " .
[R] - Papy
. ) Gui

- “:’f :

Control Risks Intelligence




» Focus on: Maritime cyber attacks Mass GPS Spoofing Attack in Black

COSCO Shipping Lines confirmed that it Sea?
§ | has been hit by a cyber attack impacting

- B its internet connection within its offices in

B America.

Troubled waters: Cyber-attacks on San Diego and
Barcelona’s ports

Shipping Firms Speared with Targeted

Whalmg Attacks Stena Line workers targeted in data hack
Shipbuilder Austal Suffers Data Breach In Shipping company Maersk says June
Cyber Attack cyberattack could cost it up to $300 million

Gold Galleon hackers target maritime
shipping industry

Researchers say a Nigerian hacking group is gleefully plundering maritime shipping businesses and their
customers.




» Threat actor targeting of the logistics and transport sector

Targeting intent by threat actor type (share of significant attacks, 2016-2019)
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» Cyber security challenges in the transport and logistics sector

» Increasing digitisation of
transport vehicles

» Legacy and pre-internet systems

» Integration of industrial control
systems into vehicle networks

» Widespread use of USB memory
devices for data sharing

» Lack of publicly available data
and incident reporting

» Organisations and supply chains
part of critical national
infrastructure

» Lack of cyber security
awareness, policies and training

Technology- Global IT footprint
dependent and large attack
trading surface
operations
Vulnerabilities
Trading of
strategically Vulnerable to_
significant costly operational

goods disruption
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Panel discussion
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