Abstract Port of Seattle Port of Rotterdam Prevention Strategies

Cybersecurity practices

Automatic identification systems (AlS), Voyage data
recorder (VDR), Electronic chart display and
\ information systems (ECDIS), specialized IT or OT )

systems, and firewalls.
DDoS Protection ~
Has the ability to monitor cybersecurity threats live. Blocks out

communications with outdated or unauthorized ports and or
applications. Implements a load balancer along with
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According to the Naval Dome firm, cyberattacks on
maritime transport have increased by 400% in 2020.
The current port infrastructure needs to adopt
newer, safer technologies to increase efficiency and
security for port infrastructures. With various ports
supporting markets worldwide, these ports are the

lifeline of the maritime industry. Therefore, its security
l and efficiency should be of utmost priority. However,
the digital programs currently being used by ports
have proven to be vulnerable to cyberattacks. Our
l research highlights two port infrastructure
. ‘ examples, one being The Port Seattle and The Port of
AM[RIEAS Rotterdam. These studies highlighted their three best
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Photo 1: Port of Seattle
(Taken by The Authority of Washington
Business).

O-peer transactions, security of data
and communications. Cuts costs by cutting out middle-men
and 3rd party web services/ programs.

Photo 2: Vessel at Port Rotterdam
Shutterstock. (2019).

On August 24, 2024, the Port of Seattle was In the past, there have been a series of \_ Y,
prevention practices and incident plan hacked by Rhysidia, an illegal cyber-attack ransomware attacks that have negatively
recommendations to ensure the long-term Safety of organization, and had critical SyStemS impacted 17 ports and oil terminals across Europe
port cybersecurity. compromised causing system wide delays. as of January 2022. Also, in June 2023 Port
Even after the Ransomware attack, the Port of | Rotterdam was attacked with a DDOS malicious
Seattle has refused to pay the $6 million in cyberattack to disrupt software systems
.. ransom to Rhysidia. As of September 2024, moreover, Port Rotterdam is in the Netherlands.
Maritime the portis still partially immobilized to the Port Rotterdam is the biggest seaport in Europe.
Cybe rsecu rity concern. of reta!lers and suppliers around the Port Rotterdam is important for oil and gas P
globe. Since being founded in 1911, the port transportation across many cities in Europe and
| e Crvoret commmenton = EOTOTIEIaw " Misseof Al and of Seat.tle.h'as risen to befzomlng one Of the the world. According to Maritime Gateway News Notify the CISA and cut off
| st 3% - ] N most significant economic forces within 2023, “report from Dutch news outlet RTL shed infected systems
‘ " Eosed oTystems cfﬁf’.fa‘.f%iﬂ'r‘:ﬂ?ﬁ. Washington. Their total exports in 2023 were light on the motive behind the cyberattacks. A S
, insta;ll;tion 25% worth $1 3.2 billion and their total importS hacker group self-identified as NoName 057(16) -
i i = Manipulation of were Worth $57’4 bil'l'ion' Claimed FESpOnSibI“ty.
Respondlng to Inevrtable v Rotterdam mitigated financial losses by
Port Cyber Attacks: o | beonsing osun- emphaS|zmgola.bor and techno.logy consulting
\ onboard ships/offshore } shipyards, on-shore / \ / \ | towa rd remaining 50% of working ports
Case Study Comparison of * Ve e
e . 18 % 4
ROtterdam and Seattle ' B R " Emomdpont Moystems /- O- Anticipate 5-7 Day recovery time. Seattle
day recovery day recover and Rotterdam emphasized to not pay
‘ : : ransom
Graph 1: Top cyber-attacks on the maritime time y time \_ \
adapted from ResearchGate k / j
Cyberattacks h Conclusion
caused by ° mitlionn 300 million in
Exposed IT estimated ) Based upon the case studies of the cyber-attacks done on Port Rotterdam
_ S lo d estimated and Seattle, a prevention plan and incident response plan can be
. stems SSES an synthesized. There have significant gaps in Port Maritime Security; as
Student Names: Arian Estrada, y loses outdated and ex - -
" g posed IT systems continued to be exposed despite
Sahith Gede|a’ Jason Lazo, Abdul Tu ray, j counti ng / / recommendat.ic?ns made by the InternationalAs§ociqtion of Harbor and
Nathan Victoriano \ Ports. Thus, mitigating losses through past practices is best.
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